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ABSTRACT 


A mathematical model describing the detection activities 
of an integrated sensor array containing radars, visual 
devices and remote sensors is presented. Using the pro- 
grammed model, infiltration of a base defense area is simu- 
lated with a computer and results are obtained for various 
array deployment schemes. A comparative analysis of these 
results is conducted using game and decision theory and a 
general conclusion concerning an optimal sensor deployment 
doctrine is derived. The complete computer program is 
described in the text of the study and is contained as an 


appendix. 
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I. SUMMARY 


A requirement exists within the U.S. Army for analytic 
techniques which provide quick answers to problems involving 
equipment employment and tactical doctrine. Such a tech- 
nique was used within this study to investigate the deploy- 
ment doctrine for an integrated sensor system used in a 
base defense role. 

A series of assumptions concerning the relationships of 
terrain, vegetation, enemy movement, and sensor detection 
capabilities allowed the construction of several mathematical 
models to describe a base defense problem within a particular 
scenario. These models were used to develop a computer 
program used for simulation of the problem. By changing 
the specific placements of the sensors in accordance with 
several different deployment doctrines, an indication of the 
relative effectiveness of various doctrine was obtained. 

The model made use of a simulated base camp located 
within a selected ten by ten kilometer area. For sensor 
resources, the base commander had available three ground 
surveillance radars, four night observation devices, and 
thirty unattended ground sensors where each system had 
performance characteristics which represented composites of 
systems within the U.S. Army inventory. These devices were 


deployed to counter a 360° infiltration threat. 





Game SAG decision theory were used in a comparative 
analysis of the results obtained from the computer simula- 
tion of eight deployment schemes against infiltration on 
twelve preselected routes. It was concluded that doctrine 
should not restrict the commander's options in placing the 
radars and visual devices, however, the deployment of the 
remote sensors should be limited by doctrine to the vicinity 
of the base perimeter. 

This study also pointed to the use of quick, simple 
mathematical models used with computer simulation to provide 


a capability for rapid analysis of small tactical situations. 





II. INTRODUCTION 


The experience of the U.S. Army during the conflict in 
Vietnam has emphasized the relative ineffectiveness of the 
intelligence and target acquisition resources available to 
Support the highly developed firepower and mobility systems 
available to the field commander. Although refinement of 
doctrine and equipment to improve the airmobile effective- 
ness of U.S. forces has enabled the combat commander to 
engage a targeted enemy force within a relatively short 
time, successful identification and location of enemy forces 
continues to be one of the major problems of the U.S. forces. 
To help overcome this limitation the Army recently empha- 
sized the development and employment of various surveillance, 
target acquisition, and night observation (STANO) devices. 
The emphasis in this area has led to the development of 
numerous devices - some quite successful and some not 
successful. Just to catalog the devices developed or being 
developed requires a large reference document [1]. 

As the more successful systems have entered the Army's 
inventory of equipment, it has become necessary to develop 
standard methods of employing this equipment in various 
combat situations. The U.S. Army Combat Developments Com- 
mand (USACDC) has primary responsibility for the development 
of tactical doctrine within the Army. Project MASTER 


(Mobile Army Sensor/Target Acquisition Evaluation) at Fort 





Hood, Texas, was chartered in the fall of 1969 with the 
responsibility for conducting quick field tests of selected 
sensor systems and extensive field tests of integrated 
sensor systems. 

A special problem recognized during the conflict in 
Vietnam was that of defending the numerous bases spread 
throughout the country. These bases are of many types, such 
as logistical, artillery fire bases, and forward area land- 
ing zones. Often, limited personnel at these bases preclude 
extensive patrolling activities in defense of the base. 
Normally a 360° infiltration threat exists with possible 
rocket, mortar, or sapper (explosives) attack being the 
Major concerns. Doctrine for base defense, not only for 
Vietnam but also in general, has been promulgated in Field 
Manual 31-81 (TEST), March, 1970, [2]. The purpose of this 
document is noted in paragraph 1-1 of the manual: 

"This manual provides guidance to commanders, staff 

officers, and other personnel concerned with the 

defense of various types of semipermanent bases, such 

as logistics installations, base camps, air fields, 

and air bases, under varying conditions of security 

that may exist in an area (theater) of operations." 

The guidance mentioned is of a general nature, either 
relying onthe reader's knowledge of the proper employment of 
detection devices or directing their attention to other 
documents [3], [4], which, while providing information about 
the relevant capabilities of different STANO systems, fail 
to provide guidance for use of integrated systems. 


In order to help alleviate this gap in doctrine, the 


study described in this paper was initiated. The primary 


purpose pe study was to develop a technique which would 
allow the comparison of various doctrines for the employment 
of sensing devices as part of an integrated sensor system. 
Ideally, this technique should allow various doctrines to 

be tested by deploying the sensor systems in a "realistic" 
environment. The results obtained using various test doc- 
trines could then be compared. The use of techniques 
developed in this study permit the comparison of several 
doctrines without resorting to a field test. 

A secondary objective of the study was the comparison 
of several doctrines for sensor deployment. The doctrines 
were drawn from Army publications and from variations in 
doctrine designed by the author. 

In his speech to the U.S. Army Commander's Conference 
on 2 December 1970, Lieutenant General John Norton, 
Commanding General, U.S. Combat Developments Command, gave 
as a major challenge facing U.S. Army testing efforts the 
following: 

"To design and operate some kind of simulated or 

"Breadboard' Battlefield which will allow us to 

'Plug-in' new hardware and ideas to typical combat 

Situations and to 'readout' useful results in a few 

days or weeks." 

The technique used in the study described by this paper 
utilizes the simulated battlefield to compare various ideas 
on integrated sensor employment. 

The assumptions used in the construction of a base 


defense model are outlined in Chapter III. The construction 


of the model is described in Chapter IV. The computer 





program written to incorporate the model is explained in 
Chapter V and the program in its entirity is contained as an 
appendix to this study. 

The results obtained using computer simulation of the 
base defense situation are contained in Chapter VI together 
with a comparative analysis of the tested doctrines. Chapter 
VII contains the conclusions and recommended extensions which 


have resulted from this study. 


10 





IIIT. RATIONALE AND ASSUMPTIONS 


In order to test various sensor deployment doctrines in 
a fairly realistic environment, it was necessary to quantify 
the variables which are found in such a situation. Such 
factors as variations in terrain, in enemy tactics, and in 
the operating characteristics of the sensing equipment had 
to be simplified and represented symbolically in a mathe- 
Matical model. The techniques employed to simplify and 
quantify the salient features of a situation can best be 
classified as an art in which the success of the model 
depends on the facility of the modeler and his knowledge of 
the situation being represented. The assumptions used in 
this study and the underlying rationale for their use are 


explained in this chapter. 


A. TERRAIN 

In order to test various doctrines for employment of an 
integrated sensor system with a model it is necessary to 
carefully choose the terrain input. After a period of map 
study which included examination of the terrain in four 
areas - Southeast Asia; Fort Ord, California; Hunter Liggett 
Military Reservation, California; and Fort Hood, Texas - the 
area east of Hunter Liggett Military Reservation shown in 
Figure 1 was selected as the most representative of the 
terrains encountered during base defense. Some guidelines 


were contrived for selection of terrain so that the site 


11 











REZ = SO A Nee gy Se Rbk sa 335* s, ™~ WAT Ne et ge 





ry f ; i x i a =. ¥ . Nenana Soar 
Yio we Qh b Na Ds a ‘\ 
Zt ANN UR NIA LAND SS 
eS of i / ss \\ ! it Vi‘ Sr! \ - H Z Ras \ ( : = 
we \ de ay. y \ It - Ou) \ oe 4 ‘Tats . ars r 
T6004 V 6 oe 2 ef -= \ A C , 75 \ Q xo) 
om a ‘i \N Ph 











4 A o< 
‘ : ) Sn GY a 
~ > ey LY y ] ¥ } 
s 4 lit a M 
4” fi 
a | ran 
AP 4 WN \ 
* 3) a \ 
A \ 






Ng (hn ee) A Vesta z 
. ‘ / i 6 ew ao e235 27 
WE ery ae 1,7 Water, |. wand Fale 
yy } , wap ve ~ iS Dor c 
td J6E tot © - ae c= * ON =e — 


Figure 1. The Ten by Ten Kilometer Area of Operations. 


(From map sheet 1756 II, series V795, edition 
S-AMs, King City) 
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would be representative of common base locations and would 
allow the comparison of various doctrines for employment of 
ground surveillance radars and night observation devices in 
an area where intervisibility (line-of-sight) characteris- 
tics varied widely. The terrain selected satisfied the 
guidelines almost perfectly. The guidelines were: 

Selecting a point in the center of an area as a feasible 

base location, the surrounding terrain should consist 

of approximately 180° of mountainous, heavily vegetated 

regions and 180° of flat, lightly vegetated terrain. 

These characteristics should extend fairly continuously 

for at least five kilometers in all directions. The 

importance of terrain considerations will become clearer 
upon examination of the doctrines used in the simulation. 

The ten by ten kilometer area selected was divided into 
10,000 one-hundred meter squares by imposing a two milimeter 
grid onto the map. The average elevation of each of these 
Squares to the nearest ten feet was then computed by inter- 
polation of the forty-foot-interval contour lines. These 
elevations were recorded utilizing an X-Y coordinate system 
as shown in Figure 2. 

The elevation data was recorded on normal computer punch 
cards - 16 readings to a card, for a total of 625 elevation 
data cards. 

The performance of any sensor is heavily dependent on 
the type of vegetation present in the target area. For this 
reason the vegetation characteristic of each of the 10,000 
one-hundred meter squares was also recorded. A coding 


system was used to identify the vegetation characteristic 


as one of four types: 


Ls 








Figure 2. The Grid System. 


ie sOpen,;e ttele Or no vegetation 


NO 
t 


Lightly wooded, orchard 
3 - Heavily wooded 
4 - Water 
These four classes of vegetation were the only ones 
available from the map study. Because of the limited avail- 
ability of vegetation data, no attempt was made to incor- 
porate average foliage heights or other more descriptive 
vegetation characteristics. 
The vegetation characteristic of each square was recorded 
On a data deck arranged identically to the elevation data 
deck. The information was stored eighty squares to the card, 


requiring a 125 card vegetation data deck. 
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B. SENSOR SYSTEMS 

The three types of sensor systems used in this model are 
composite representations of systems presently in use in the 
Army, or systems which have been tested and approved for 
procurement in the near future. Use was made of composite 
systems for security reasons and to permit the use of the 
model with future sensor systems as they are developed. The 
model can be easily modified to accept sensor systems of 
the same types as are presently represented but with 
different performance characteristics. The three systems 
utilized are listed below along with their pertinent per- 
formance values. 

Since the composition, mission, and resources available 
vary widely among semipermanent bases, no basis of issue 
exists for the three types of sensor systems utilized in 
this problem. The procurement of detection devices as an 
aid for base defense is based on the base commander's 
need for such devices and the resources available to the 
area commander [2]. For the purposes of this study, the 
base commander is considered to have three operational radars 
and four observation devices. These assigned resources are 
based on sector coverage of each of these systems as 
Aeecribed below and allows the coverage of all or almost all 
of 360° by each of the systems if employed symmetrically. 
Ten strings of three sensors each are assumed available to 
the Base Commander to satisfy the requirement for unattended 


ground sensors. 
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1. Ground Surveillance Radar 

The ground surveillance radar utilized in the model 
is characterized by the following performance values. The 
radar has a minimum detection range of 400 meters and a 
maximum effective detection range of 3200 meters. Targets 
can be detected when they possess a radial velocity between 
one and sixty kilometers per hour inclusive. The radar 
utilizes a continuous sector scan of 110° width. Sequential 
automatic range gating is used by the radar in sectors of 
400 meters depth requiring one minute per sector. The 
radar possesses a moderate foliage penetration capability 
with sixty percent of optimum effectiveness in lightly 
wooded (Type 2) terrain, and twenty percent of optimum 
effectiveness in heavily wooded (Type 3) terrain. An impor- 
tant aid to the line-of-sight capability of the radar is the 
locatim of the antenna on a mast twenty meters high. The 
nominal probability of detection of personnel within the 
effective range is assumed to be 0.90 under optimum 
conditions. 

2. Night Observation Device 

The night observation device utilized in the model 
has a maximum effective range of 1600 meters assuming at 
most light cloud cover, with the moon between one and three 
quarters. Each device has a field of view of 9° and is 
assigned (within the model) a sector of 90° to be covered in 
9° increments. The detection ability of an observer using 


this device is degraded only moderately because of vegetation. 
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Device effectiveness is considered to be eighty percent of 
pe samo against targets in a lightly wooded (Type 2) area 
and forty percent of optimum in a heavily wooded (Type 3) 
area. The optimum probability of detection for the night 
observation device is considered to be range dependent, 
where 
0.90, for ranges less than 
400 meters 


0.90 (400/range), for ranges 
greater than 400 meters. 


Probability of Detection = 


In contrast to the doppler-operating ground surveil- 
lance radar, the night observation device depends primarily 
on the human eye as the actual detecting device. It would 
appear reasonable that personnel will be extremely cautious 
when searching the area immediately in front of their obser- 
vation post. Therefore, the detection probability is assumed 
to have its maximum value of 0.90 until the range is 
sufficient (400 meters) for reducing self-preservation 
induced caution. Thereafter, the probability of detection 
is assumed to be roughly inversely proportional to the range 
of the target. These assumptions appear tenable and are not 
inconsistent when contrasted with the varying formulas used 
to determine detection probabilities in the literature [5], 
[7]. 

3. Unattended Ground Sensors 

The unattended ground sensor utilized in the model 
is of the Seismic/Acoustic type with a radius of detection 
of 40 meters. The sensors are deployed in groups of three 


(called strings) with individual sensors located 
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approximately 200 meters apart in accordance with current 
Army doctrine [3]. The reliability of the individual 
sensors, often a problem in actual deployment, was not con- 
sidered in the model. The probability of detection of a 
target within the sensor radius of detection is considered 
to be 0.90. 

Considering thirty sensors with a radius of detec- 
tion of 40 meters and a detection probability of .90 it 
would appear that the probability of detecting an intruder 
with random (non-overlapping) deployment of sensors would 


be calculated as follows: 


Protea lat Sensor Number of The Area The Total 
of ee. > = Betectron Sensors Covered by Area to be 
(PD) Probability/ \Deployed/\One Sensor Protected 


2 
pp = 1-90) (30) (40)" 
(5000)° 


4 


PD =0.00173. 


This rather low value is the instantaneous prob- 
ability of detecting the intruder. To arrive at a more 
meaningful figure, the intruder's movement and the time he 
spends in the base defense area must be considered. The 
method used to move the intruder groups will be explained 
in detail below. It is sufficient for the sake of calcula- 
ting the detection probability of the thirty remore sensors 
to know that the intruder groups are moved discretely from 
one 100-meter square to the next. At each move a check for 
detection is made. Each unattended ground sensor is placed 


within a specific 100-meter square. If the intruder enters 
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the square, then the probability of detection is calculated 


by: 
Sensor The Area The Area 
PD = Detection Covered by of the ; 
Probability /\the Sensor Square 
2 
PD = (0.90) (40) 
: an 
(100) 

and PD = 0.4526. 


Considering that there are 30 sensors available for deploy- 


ment and that there are approximately 


(5000) “ TT 


5 (10, 000] = 7,857 
(10000) tT 


squares within the five kilometer radius base defense area, 
and that each intruder group makes an average of 46.5 
discrete grid square moves, then the probability that an 


intruder is detected by a randomly placed sensor is: 


Number of Probability that the\/Probability Intruder 
PD={ Moves Made }{ Intruder Moves to a is Detected bya Sensor 
by Intruder /\ Square with a Sensor/\ Located in the Square 


aS OE a (0.4526), 


PD =0.08. 


This is a somewhat more realistic estimate of the 
Chance of detecting an intruder with randomly placed sensors. 
When it is considered that the intruder will not move ran- 
domly, but will be constrained by the terrain and his 


objective, and that the unattended ground sensors will be 
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placed in the most likely infiltration areas as determined 
by a map reconnaissance and the specified doctrine, then the 
chance for detection of the intruder utilizing thirty 


sensors appears reasonable. 


C. INTRUDER MOVEMENTS 

In order to test the various sensor system deployment 
doctrines it was necessary to generate some type of 
penetration through the base defense area. Randomized 
intruder routes were considered. Randomizing the routes 
would require selection of entry points at random from among 
0° to 360°. Intruders would then be moved toward the base 
in a random manner under the constraints of target and 
terrain. This method was rejected for two major reasons. 

In order that the deployment doctrines be compared it 
appeared that the intrusion against systems deployed in 
accordance with each specific doctrine should be constant. 
Random movement of intruders appears to be an unrealistic 
action on the part of the enemy. 

Instead, it was decided that twelve different penetra- 
tion efforts would be simulated against each deployed system. 
It appeared that three infiltrators per quadrant would 
provide an adequate test of the systems used to protect this 
area. These intruders enter the base defense area from 
twelve points distributed uniformly around the 360° defense 
perimeter, with their individual routes within the defense 
area remaining constant throughout the simulation runs. To 


provide realism in developing the scenario, an experienced 
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intantry pemicer Peemneadsin Pacrolling tactics assisted in 
Bailecting the infiltration routes. The officer was supplied 
with a map of the area with twelve indicated starting points, 
each located six kilometers from the known objective. He 
was requested to mark intrusion routes in accordance with 
the following guidelines: 

l. Intruders will travel in groups of 2-5 men. 

2. Travel will be entirely at night. 

3. Speed is important to the intruders, but should be 
balanced with a desire to avoid detection. 

4. The intruders have a general knowledge of U.S. 
detection efforts, but not specific knowledge of techniques. 

5. Each group should be considered as a separate entity. 
There is no interaction between groups. 

6. Effort should be made to keep the infiltration route 
within 90° of direct approach unless the terrain prohibits 
this approach. 

7. All indicated man-made structures on the map should 
be ignored with the exception of roads, bridges, and rail- 
road tracks. | 

The intrusion routes selected are shown in Figure 3. 
These routes were digitized using the previously explained 
arid system and are an input to the program. 

As previously explained, the movements of an intruder 
group are simulated in the model by discrete moves from one 
100 meter square to the next along their programmed route. 


A check for detection is made after each move. Although 
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there is no continuous chance for detection throughout the 
route of the intruder, movement time, direction and velocity 
are computed based on the gradient of the terrain and the 
vegetation. These values influence the probabilities of 
detection of the ground surveillance radars and the night 
observation devices. This method of checking for detections 
after discrete movements and modification of detection 
probabilities based on the parameters of the move appears 
tenable for the purpose of the study. No better method 
suggested itself during study of models constructed to 


handle similar problems. 


D. ENVIRONMENT 

The environment assumed for the model has a major impact 
Oimeenenresults Obtained in a study such as this. For the 
purposes of this study the environmental conditions are 
assumed to be: 

fe Meant with ligue ob no cloud cover, one to three 
Glidtbers moon and no £Log or haze. 

2. No percipitation. Rain is quite detrimental to both 
visual and radar systems. 

3. Light to no wind. Wind caused vegetation movements 


degrades the efficiency of the doppler radar systems. 


E. SENSOR PLACEMENT 
In order to obtain unbiased placements of the sensor 
systems in accordance with each of the specified doctrines 


the aid of another U.S. Army officer was requested. It was 
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desired that this officer have a general knowledge of base 
defense problems, a realization of the line-of-sight con- 
straints imposed by dominating terrain and no knowledge of 
pre-selected intruder routes. A contemporary, an experienced 
Field Artillery officer and student at the Naval Postgraduate 
School, was selected to place the systems. He was supplied 
with a map of the area of operations which contained indi- 
cations of the base location and the five kilometer radius 
base defense area. He was also supplied with eight blank 
Overlays and a statement of instructions which outlined the 
general base defense problem, the sensor systems available 
for employment, and the eight test doctrines of sensor 
deployment (Appendix A). System performance values were 
supplied along with specific constraints on sensor locations. 
The officer was requested to locate the sensor systems in 
accordance with each of the doctrines and the requirements 
for base defense. The placement of the systems was noted 
On a separate overlay for each doctrine. 

The locations of each of the devices was then digitized 
using the X-Y grid system and became an input to the 


applicable simulation run. 


Pepe TECTION CRITERIA 

In order to inject additional realism into the model, a 
decision rule was developed for declaration of a detection. 
This rule as incorporated in the model is that two indicated 


detections of any intruder group within a base-to-target 
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range of 500 meters by any combination of individual devices 
constitute a formal detection. For example, if Ground 
Surveillance Radar Number 1 detects Intruder Group 1 ata 
range from the base of 1850 meters and later a detection of 
Intruder Group 1 is indicated from Sensor String Number 7 

at a range of 1375 meters, then a formal detection is 
declared, the movement of the intruder group is terminated, 
the applicable facts are noted, and the next intruder group 
begins its advance. 

This decision rule was included in the model to provide 
for such existing system problems as: 

1. The high false alarm rate of unattended ground 
sensors. 

2. The clutter problem often associated with vegetation 
movements which exists with doppler operating ground sur- 
veillance radars. 

3. The strain-caused hallucinary effects often noted 
with devices requiring the human eye for night detection. 

The actual decision rule that should be used to consider 
the above problems in a model such as this is a matter of 
some discussion. It appears, however, that the two detec- 
tion, 500 meter rule provides the realism required for the 
purposes of this study. The proper decision rule to use is 
a portion of the command and control procedures associated 
with an integrated sensor system such as that described in 
this study. Because the question of optimal command and 


control procedures is a complex one, it is felt that the 
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resolution of this problem should be the focus of a study 
devoted entirely to this subject. 

In the next chapter, the methods used to construct the 
model using the assumptions and rationale described will be 
discussed. The necessity for thorough consideration of 


the assumptions about a situation should become apparent. 
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IV. MODEL FORMULATION 


Having acquired a simplification of reality by the 
assumptions described in Chapter III, one may now describe 
the scenario in which the doctrines will be tested by con- 
structing a model of the base defense problem. This model, 
composed of several submodels, describes by use of math- 
ematical relationships the actions and reactions occurring 
within the base defense area and ultimately produces 
resultant answers to the questions: Has an intruder been 
detected? If a detection has been made, what was the range 
at which the intruder was detected and which devices were 
responsible for this detection? The following paragraphs 


describe the construction of the model used in this study. 


A. SCENARIO 

The study used a specific base defense problem as a 
reference from which the various alternative doctrines could 
be evaluated. The selection of the actual physical site 
for the problem was described earlier in the discussion of 
terrain selection. As a part of the base defense, the 
sensing devices of an integrated sensor system are deployed 
around the base in order to detect intrusion of the base 
defense area by the enemy. The devices are employed in 
accordance with each specific doctrine. 

The threat of enemy infiltration exists randomly through- 


out the base defense area with possible infiltration routes 
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limited only by natural terrain barriers. This means that 
the particular deployment of the sensor systems must be 
directed against an enemy intrusion from any direction 
tempered only by knowledge of existing terrain barriers. 
In the simulation, twelve enemy intruder groups are moved 
towards the base camp one at a time, over preselected 
infiltratim routes. The different doctrines are compared 
in terms of the success realized by the particular deploy- 


ment of the sensors against all infiltrating groups. 


Be DETECTIONS 

The success or failure of a particular detection device 
in a given situation is a matter of the capabilities of the 
system tempered by chance. To model the results of a sensor 
Operating against various threats requires that a variety 
of factors be considered and accounted for in the model. 
The sensor systems considered in this study are of two 
general types. The ground surveillance radar 
and the night observation device are line sensors, while 
the unattended ground sensor could be characterized as a 
point sensor. 

To model a line sensor requires consideration of the 
direction in which the sensor is aimed, the maximum effec- 
tive range of the device, the line-of-sight requirement, 
sensitivity to the target area environment, sensitivity to 
target speed, and reduction in the detecting capability of 


the device as the range to the target increases. Also of 
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considerable importance is the basic probability of detec- 
tion when using the device; that is, how many times out of 
a certain number of chances will a given target be detected 
with the device? All of these factors, when applicable, 
have been considered in modeling the ground surveillance 
radars and the night observation devices in this study. 

As was stated in Chapter III, the basic probability of 
detection utilizing the ground surveillance radar is con- 
sidered to be 0.90. This means that nine detections out of 
ten chances could be expected when utilizing this device in 
Optimum conditions. The model constructed for the radars 
establishes this basic probability and then proceeds to 
reduce it in accordance with the vegetation in the target 
area and the time the target is available in the search area 
of the radar. In the simulation, Monte Carlo methods are 
used to determine if a detection has occurred. Of course, 
before the target can be considered for detection, it must 
be within the search area, within the maximum range, and 
within the line-of-sight of the radar. The target must, in 
addition, exceed the minimum radial velocity threshold of 
the radar. 

Modeling of the night observation device in the study 
is in many respects identical to the radar problem. In fact, 
it will be seen in Chapter V that these devices share many 
portions of the programmed model. Besides the differences 
in maximum effective ranges and sector coverage noted in 


Chapter III, the visual devices differ in detection 
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capability from the radars in the required reduction in 
probability of detection as the range to the target exceeds 
400 meters and the lack of requirement for minimum radial 
speeds of the target. 

A point type sensor does not require the complexity of 
modeling that the line types do, but still, representing 
realistic detection activity presented a problem. The major 
effort in modelim the detections of the unattended ground 
sensors lay in the necessity of representing a small (40 
Meter radius) area of detecting region within a problem 
which utilized a fairly large (100 meter) increment of area 
measurement. This was accomplished by confining the sensor 
area of influence to the grid square in which it was located 
and utilizing the detection probability computed in 
Chapter III. 

Randomization of actual detections with the night 
observation devices and the unattended ground sensors is 


accomplished in a manner identical with the radar model. 


Co PLN cE RVISLBILITY 

The most tedious portion of the model concerns the 
continuous line-of-sight determinations for the line sensors. 
Without the aid of a computer this facet of the model would 
negate the ability to simulate a realistic situation since 
Manual intervisibility checks are both time-consuming and 
tedious. Intervisibility determination was reduced to a 


computer compatable algorithm. After it has been 
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established that the target is within the search sector and 
within range of the sensor, this coded algorithm is used to 
determine if the target is within line-of-sight of a par- 
ticular line sensor. The algorithm utilizes basic trigo- 
nometry and the elevation characteristics of the base defense 
area to determine if the intruder group being considered is 
within the line-of-sight of a particular device. The 
vertical angle between the device and the target location 
is computed and then the algorithm checks intermediate 
elevations by a series of incremented steps to determine if 
the basic vertical angle is exceeded. If no intermediate 
vertical angle exceeds the basic angle, the target is con- 
sidered to be within the line-of-sight of the device. 
Results of the intervisibility check determine whether 


the detection models of the line sensors will be utilized. 


D. MOVEMENT 

The movement of the intruder groups within the area is 
accomplished by discretely relocating the group from one 
grid square to the next in accordance with the preselected 
infiltratim routes. The groups are considered in the 
problem sequentially - one through twelve - with each 
group's movement simulated from entry to completion (detec- 
tion or successful infiltration) prior to consideration of 
the next group. Therefore, at no time will more than one 
intruder group be within the base defense area at any one 


time. 
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The movement of the intruder groups described above 
involves constant bookkeeping so that the location of the 
intruder group being considered is always known. The 
detection models of the line sensors, however, require 
information about actual movements of the intruder groups; 
that is, the distance covered, the average speed, and the 
time required in moving from the previous grid square to 
the grid square in which the group is located. In order to 
furnish this information, a movement model has been 
constructed. 

The movement model enables the computation of the 
distance traveled by the group during the move by determin- 
ing if the group moved to a contiguous square (a distance 
of 100 meters) or to a diagonally contiguous square (a dis- 
tance of 141.1 meters). Using night travel speed for open 
terrain from military sources [5] and reducing this speed 
in accordance with the slope and vegetation characteristics 
of the particular terrain being traversed, an average speed 
of movement and the time required for the move are computed. 

Finally, the radial velocity of the intruder group with 
respect to the particular device being considered is com- 
puted from the change in target-to-device range and the time 


of movement. 


E. INTERRELATIONSHIP OF THE MODELS 
The models discussed in this chapter describe the move- 


ments of the intruder groups within the base defense area 
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and the detection determinations which take place after each 
of an intruder group's discrete moves. A general outline 

of the models' use during each move would appear helpful in 
understanding how the situation has been simulated. 

The location of the intruder group being considered is 
changed to the next location in accordance with the pre- 
selected infiltration routes. A check is made to determine 
if the group is within the scan sector and maximum range of 
a line sensor. If the group is located within the detection 
region of a line sensor, an intervisibility check is made 
to determine line-of-sight from the device to the group's 
location. If the group is within line-of-sight of the line 
sensor, the appropriate (radar or visual) detection model 
is used to determine whether a detection has been made. 

The movement model is used to furnish required information 
to the line sensor detection model. If a detection is made, 
a check of the two detection, five-hundred meter rule is 
required to determine if a formal detection has been made. 

Upon completing the use of the line sensor models, the 
point sensor (unattended ground sensor) model is used to 
determine if the group has been detected by this type sensor. 
Again, the decision rule is used for determination of a 
formal detection. 

Examination of various deployment doctrine alternatives 
using computer simulation was necessary because of the many 
intervisibility and detection checks necessary to adequately 


test each doctrine in the environment and against the 
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infiltration threat prescribed. The following chapter 
describes in detail the computer program which was written 


utilizing the ideas described in this chapter. 


34 





V. DESCRIPTION OF THE PROGRAM 


This chapter contains the description of the computer 
Simulation program based on the base defense model. The 
program was written in G-level Fortran IV and incorporates 
several built-in functions available in the standard IBM 
scientific programming package. A copy of the program is 
appended to this study. 

The general logic of the program is shown in Figure 4. 
This diagram shows the relationships among the major com- 
ponents of the program. Each of these major components will 
be described in detail in the sections that follow. 

The program as it presently exists requires 109,668 
bytes of storage space during the execution phase and 
required twenty seconds to compile and approximately seventy- 
three seconds for each twenty-five iteration run utilizing 


the IBM 360/67 system at the Naval Postgraduate School. 


A. THE MAIN PROGRAM 

The very simple logic of the main program is shown in 
Figure 5. This portion of the program serves as the overall 
control of the simulation. During the initial execution all 
data enters the assigned storage. This data consists of the 
following: 

1. Elevation Data 

Stored in array ELEV, a 100 by 100 element matrix, the 


elevation data consists of 10,000 elevation readings of the 
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Start 
Read Data 
Iteration begins 


Move Intruder Groups l 
- 12 sequentially. 


Call the intervisibility 
routine. If target 1s in 
scan, in range, and in 
line-of-sight of a radar 
Go To 6. If target is in 
scan, in range, and in 
line-of-sight of a visual 
device Go To 7. If 
neither, or when com- 
pleted Go To 8. 


Radar detection routine. 
Call movement routine for 
movement parameters. Com- 
pute detection probabil- 
ity. Draw a random num- 
ber. If a detection is 
made call detection rou- 
tine. If no detection or 
when completed return 

EO 5. 


Visual detection routine. 
Call movement routine for 
movement parameters. Com- 
pute detection probabil- 


ity. Draw a random number. 


If a detection 1S made, 
call detection routine. 
If no detection or when 
completed return to 5. 


If a detection has been 
Signaled by the detec- 


tion routine Go To next 


Pheruider and return to 
ott Not, Go To 9. 


O 


Figure 4. 
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Call the sensor detection 
BPouctine.s. LE intruder is in 
lamngenor an UGS, check for 
detection. If detected call 
detection routine. If no 
detection or when comple- 
ted, Go To 10. 


If a detection has been 
Signaled by the detection 
routine go to next intru- 
der and return to 4. If 
now yGe Lo ii. 


If last move of intruder, 


Go To 12. Otherwise, return 
to 4. 

If last intruder, Go to 13. 
Otherwise, Go To 4. 

If last iteration, Go To 

4. Otherwise, Go To 3. 


SOE 


General Program Flow. 





10. 


Start a i ie 
Store Elevation Data. 
Store Vegetation Data. 


Store Intruder Route 
Data. 


Store Observation Device 


Location. 14. 


Store Observation Device 
Center Scan Orientations. 


Store UGS Locations. 1S. 


Move Intruder Group 

(1-12) to the next 100 

meter square of his 

route. Ge 


Call Intervisibility 
Routine. 


If there has been a 
formal detection, Go 
To 14. If not, proceed. 


Call the Sensor Detection 
Routine. 


If there has been a form 1 
G@etection, Go'tTo 14. If not, 
proceed. 


If not the last move for 
EARS ghOuUp, GO. Lo So. Obher— 
wise proceed. 


ttianoc. the last group, 
designate next Intruder 
Group and Go To 8. Other- 
wise proceed. 


If not the last iteration, 
designate Intruder Group l 
and Go To 8. Otherwise 
proceed. 


SLO 


Figure 5. The Main Program. 


37 





form XXXX. , where XXXX is a four digit number representing 
the average elevation to the nearest ten feet of the partic- 
ular 100 meter square. Information is retrieved from this 
array utilizing a statement such as BASEL=ELEV (Y,X), where 
Y and X represent the coordinates of the desired 100 meter 
square reading up to Y then right to X. 
a Vegetation Data 

Information about the prevalent vegetation charac- 
teristics of each 100 meter square is stored in array ZVEG, 
also a 100 by 100 matrix. The vegetation data consists of 
10,000 coded vegetation characteristics in accordance with 
aaeeearnate Ceseribed in Chapter IT and of the form X, where 
X is an integer between one and four inclusive. Vegetation 
information concerning a particular 100 meter square can be 
obtained with a statement such as ZZ=2Z2VEG (Y,X), where Y 
and X are obtained as above. 

3. Intruder Route Data 

The data stored in arrays INTl1 through INT12 is a 
digital representation of the route each of the intruder 
groups followed from the group's entry point to the base 
camp. Each of these arrays is an N by 2 matrix where N 
represents the total number of 100 meter squares traversed 
by sine iteLuider Group throughout the infiltration route. 
Coordinates for a particular location of an intruder group 


are retrieved as follows: 
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Desiring the coordinates of the nee square traversed 
by the sixth intruder, retrieve X and Y coordinates with 
these statements; 


».4 
Y 


ENmGu( 26,1) 4 
NEG (26,2) . 


4. Number of squares Traversed 


The number of squares traversed by each intruder 
group - the N referred to above in paragraph 3 - is stored 
in array NNN(12), a vector of twelve elements. This infor- 
Mation is required to control the cycling of the computer 
program. 

5. Coordinates of the Observation Devices 

The locations of the ground surveillance radars and 
the night observation devices during a specific simulation 
are stored in arrays OBSX and OBSY. These are seven-element 
vectors with the information ordered such that Elements 
One through Three correspond to radars one through three 
and Elements Four through Seven correspond to visual devices 
one through four. To obtain the location of the second 
night observation device for example, the following state- 


ments are used: 
X = OBSX (5), Y = OBSY (5). 


6. Scan Orientation 
The orientation of each observation device is 
established by storing the center scan orientation of the 
devices in array SCAN, a seven element vector. The orien- 


tation of the radars and the visual devices are ordered in 
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the same manner as in the OBSX and OBSY arrays above. The 
values in the SCAN array represent the center scan of each 
device to the nearest tenth degree reading counterclockwise 
from east. For example, 90.0 represents a northern orien- 
tation and 180.0 a western orientation. 
7. Unattended Ground Sensor Locations 

The locations of the unattended ground sensors 
during a specific simulation are stored in arrays OST1l 
through OST1O. The location of the three remote sensors of 
each sensor string may be obtained from these arrays in the 


following manner: 


Desiring the location of the first sensor in sensor 
string number 7, retrieve the X and Y coordinates of this 
sensor with these statements; 


MeaeOotg, (l,l) ; 
Y OST?) (1,2) « 


In addition to inputing the data for the particular 
simulation, the main program controls the movement of the 
intruder groups during the program run. Normally the 
intruder groups are moved sequentially through their routes 
and checks are made for detection by ground surveillance 
radars, night observation devices, and unattended ground 
sensors after each individual movement. However, if an 
indication is received from the detection subroutine of a 
formal detection, the intruder group being moved by the 
main program is terminated and the next group's movement is 
started. Intrusions by the twelve intruder groups are 


replicated twenty-five times before program termination. 
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shinice the major purpose of this study was to demon- 
Pirate a technique for comparing doctrines, twenty-five 
replications of the simulated problem appeared to be adequate. 
While requiring less than two minutes per simulation run, 


twenty-five replications nonetheless provide results which 


can be used to demonstrate a method of analysis. 


Pee lue LENTERVISIBILITY SUBROUTINE 

An outline of the intervisibility subroutine named INVIS 
is shown in Figure 6. This routine is used to decide if an 
intruder group has moved into an area that is within the 
scan, within the maximum range, and within line-of-sight of 
a ground surveillance radar or a night observation device. 
If all these conditions are met, then the radar detection 
subroutine or the visual detection subroutine are called. 

The first action occurring within the intervisibility 
model is a determination of an intruder's presence within 
the scan sector of any of the observation devices. To 
accomplish this, the angle from each device to the intruder's 
location is computed and then, for each device, a check is 
made to see if the angle value falls within the following 
upper and lower limits: 

SCANPLUS = Center scan orientation of the device 
plus one half the scan sector, 


SCANMINUS Center scan orientation of the device 


minus one half the scan sector, 


where the scan sector is equal to 110° for the ground sur- 


veillance radars and 90° for the night observation devices. 
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INVIS called from Main 
Program. 


Check GSR 1 - 3 and NOD 
1 - 4 sectors to see if 
intruder is within scan 
of the observation 
device. 


If not in sector, Go To 
eee: antruder is in 
sector, Go To 5. 


If this is last device, 
return to Main Program. 
Otherwise, designate 
next device and Go To 
2. 


Compute range from 
target to observation 
device. If not in range 
of device, Go To 4. 
Otherwise, Go To 6. 


Figure 6. 


The Intervisibility Subroutine 
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Compute inca angle 


and check for line-of- 
sight. If target is not 
Visible from device, Go 
To 4. Otherwise, Go To 7. 


If device is a radar, Go 
to 8. Otherwise, Go To 9. 


Call Radar Detection 
Routine. Upon return of 
COneErol Go T6.4. 


Call Visual Detection 


Routine. Upon return of 
control Go To 4. 


(INVIS). 





Fairly detailed logic is necessary to insure proper coverage 
of Ric case where a sector includes 0°. 

A small subroutine called COORD is used during this 
process to convert radian answers to degrees and to insure 
proper quadrant location 

If after movement, an intruder group is within the 
assigned sector of a ground surveillance radar or a night 
observation device, the intervisibility routine computes the 
range from the target to the observing device. If the group 
is within the 3200 meters of a radar or 1600 meters of a 
visual device, the model begins the line-of-sight determin- 
ation. 

The logic. used for the line-of-sight determination may 
be explained by an example. Consider that the observation 
device is located in the center of a circle and the intruder 
is located on the circumference as shown in Figure 7. The 


method used to check for intervisibility is as follows: 


1. From the angle previously computed determine which 
stepping case to use. If the angle lies between 315° and 
Meee ol5°< 9< 45°), use Case 1; 1f 45°< 8 <135°, use Case 
Pree < 6 < 225°, use Case 3; if 225° < @ < 315°, use 
Case 4. The stepping case used dictates the direction and 
grid component (X or Y) used to step from the observation 
device to the target location while checking for line-of- 
sight. 


2. Retrieve the elevation of the observing device and 
the target based on their locations by using the inputed 
elevation data. Compute the vertical angle from the 
observing device to the target location. 


3. Now begin a series of steps from the observation 
device location towards the target location in 100 meter 
increments along the: 
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CASE 1 





Figure 7. The Intervisibility Diagram. 
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Positive X direction for Case 
_. Positive Y direction for Case 

Negative X direction for Case 

Negative Y direction for Case 4. 
Compute the location of the nearest 100 meter square using 
the sum of the steps and the angle. Check the vertical angle 
from the observation device to this square. If while 
stepping towards the target any vertical angle is greater 
than the basic vertical angle, the target is not visible 
from the device and control is transferred back to the early 
portion of the program for scan checks of the remaining 
devices. 


m WN Fe 


4. If no intermediate vertical angle is greater during 
the stepping process, the target is in the line-of-sight of 
the device and control is transferred to the radar detection 
subroutine or the visual detection subroutine as appropriate. 
Ce <THE RADAR DETECTION SUBROUTINE 

The basic logic used in the radar detection subroutine 
(RATECT) is shown in Figure 8. Here, it is first determined 
whether the target has penetrated beyond the minimum range 
of the ground surveillance radars (400 meters). If it has 
not, a basic detection probability of .90 is established. 
The movement subroutine (MOVE) is then called. From it is 
received required information on the target's radial velo- 
city (rate of speed directly towards a point) with respect 
to the radar and the time the target is available for 
detection (see paragraph E, below for a description of the 
movement subroutine). If the target's radial velocity with 
respect to the radar is less than one kilometer per hour, 
then in accordance with the assumed limitations of the radar 
no detection is possible. However, if the radial velocity 
of the target is within detection limits, data about the 
vegetation characteristics of the target area will be 


retrieved from computer storage and the radar detection 
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Called from the inter- 
visibility subroutine. 
A target is available 
to a specified GSR. 

Go To aa) 


If the target is closer 
than 400 meters return 
to INVIS. Otherwise Go 
mo 3. 


Set Radar Detection pro- 
oe 0.90. Go To 4. 


Call the Movement Sub- 
routine for target's 
radial velocity and 
time available. Go To 
om 


10. 


If radial velocity is ae 


less than 1 Km/Hr, 
return control to INVIS. 
Otherwise Go To 6. 


Determine vegetation in 
target area and adjust 
Radar Detection Prob- 
ability if required. 

Go To 7. 


Figure 8. The Radar Detection 
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Adjust Radar Detection 
Probability for time the 


target 1S available. Go 
Lor), 
Draw a random number. Go 


To 9. 


If the random number is 
less than the adjusted 
Radar Detection Prob- 
adbulity, Go To 10. .Other- 
wise Go To ll. 


Call the Detection Sub- 
routine. Upon return of 
COnEsol, GO 710 Lil. 


Return control to the 
Intervisibility Sub- 
routine. 


Subroutine (RATECT). 





probability will be adjusted in consonance with the assumed 
foliage penetration characteristics of the radar. 

Since it is assumed that one minute is required to 
search each 400 meters to 3200 meters, it takes the radar 
seven minutes to cover its entire area of responsibility. 
Therefore, if the target availability time received from 
the movement subroutine is less than seven minutes, the 
radar probability of detection is proportionally reduced 
if the target availability time is less than seven minutes. 


The actual radar detection probability for any given target 


availability is computed as follows: 


Radar Detection Probability = (.90) (Vegetation Factor) 
(Min (Target Availability Time,7)/7] 


1.0 for Code 1 (Open terrain) 
0.6 for Code 2 (Lightly wooded) 
0.2 for Code 3 (Heavily wooded) 
0.5 for Code 4 (Water) 


where the Vegetation Factor = 


Finally, a random number is drawn and compared to the 
adjusted radar probability of detection. If a simulated 
detection occurs, this fact is passed to the detection 


subroutine. 


Dae foe, VESUAL DETECTION SUBROUTINE 

The basic logic used in the visual detection subroutine 
(VITECT) is depicted in Figure 9. This routine is used to 
control the detections made by night observation devices 
after it has been determined by the intervisibility sub- 


routine that a target is located within the maximum range, 
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Called from the Inter- 
Vaesibility Subroutine. 
A target is available to 
a specified NOD. Go To 2. 


Set NOD detection Prob- 
fotlity to 0.90. Go To 3. 


If the tarSGet is closer 
than 400 meters, Go To 4. 


Otherwise adjust NOD detec- 


tion probability for range 
and Go To 4. 


Call the Movement Sub- 
routine for target's 
time available. Go To 5. 


If target time available 
is 5 minutes or greater, 
Go To 6. Otherwise adjust 
NOD detection probability 
for time available and Go 
wo 6. 


negure 9. 


Determine vegetation in 
target area and adjust NOD 
detection, Prebability if 
required. Go To 7. 


Draw a random number. Go 
die veo A 


If the random number is 
less than the adjusted NOD 
detection probability, Go 
To 9. Otherwise Go To 10. 


Call the Detection Sub- 
routine. Upon return of 
COnerols /Go.To 10. 


Return control to the 
Intervisibility Sub- 
routine. 


The Visual Detection Subroutine (VITECT) 





the Bedicned sector of responsibility, and the line-of-sight 
of a specific visual device. 

A basic visual detection probability is initially estab- 
lished within this model. If the target-to-observer range 
is in excess of 400 meters, the visual detection probability 
is reduced in accordance with the assumptions by multiplying 
it by the ratio: 400 to target-to-observer range. 

Since the visual device has a field of view of only 9°, 
it is assumed that a full sweep of the 90° area of respon- 
sibility requires some five minutes. The movement routine 
is called to obtain the target availability time and if 
this availability time is less than five minutes, the visual 
probability of detection is reduced by multiplying it by 
target availability time divided by five. 

The vegetation characteristics of the target area are 
retrieved from storage and the detection probability is 
adjusted in consonance with the assumed foliage penetration 
capability of the visual device. The actual detection 


probability for any given available target is computed as 


follows: 


Visual Detection Probability = (0.90) [400/Max (Range, 
400)] [Min (Target Availability Time,5)/5] (Vegetation 
Factor), 


1.0 for Code 
0.8 for Code 
0.4 for Code 
0.5 for Code 


(Open Terrain) 
(Lightly Wooded) 
(Heavily Wooded) 
(Water) 


where the Vegetation Factor= 


m W NO FF 
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Finally, a random number is drawn and compared to the 
adjusted visual probability of detection. If a simulated 
detection occurs, this fact is passed to the detection 


subroutine. 


E. THE MOVEMENT SUBROUTINE 

The basic logic used in the movement subroutine (MOVE) 
is shown in Figure 10. This subroutine computes information 
relative to the movement of the intruder group which is used 
by the radar and visual detection routines. 

Using the intruder's present location (from the callings 
program) and his previous location (from stored route data), 
the model computes the distance traveled by the intruder 
during this move. Because of the discrete nature of intru- 
der movements within the model, the distance traveled must 
be either 100 meters (movement to a directly contiguous 
square) or 141.4 meters (movement to a diagonally contiguous 
square). Using the elevations of the present and previous 
intruder locations, the average absolute slope traversed by 
the intruder group is calculated. The base velocity of 
three kilometers per hour assumed for all intruder groups is 


then adjusted in the following manner: 


lA 


slope -05, Base velocity unchanged 
-05 < slope < .20, Base velocity reduced by 10% 


-20 < slope -.40, Base velocity reduced by 30% 


LA 


-40 < slope , Base Velocity reduced by 50%. 
The vegetation characteristic of the target area is 
retrieved from the stored data and the intruder velocity is 


adjusted as follows: 
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Called from Radar Detec- 
tion or Visual Detection 
Subroutine. Go To 2. 


Retrieve intruder's pre- 
Weus location. Go To 3. 


Calculate the distance 
traveled this move. 
Go To 4. 


Set Base Velocity equal 
fens Km/Hr. Go To 5. 


Calculate gradient of 


move. Adjust velocity 
Eom, Gradient. Go To 6. 


Figure 10. 
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Retrieve vegetation charac- 
teristics. Adjust velocity 
for vegetation. Go To 7. 


Compute time required for 
this move. Go To 8. 


Calculate the radial velo- 
city of this move towards 
the observer. Go To 9. 


Return required information 
to the calling program. 


The Movement Subroutine (MOVE). 





Code 1 vegetation, no reduction 

Code 2 vegetation, velocity reduced by 10% 
Code 3 vegetation, velocity reduced by 303% 
Code 4 vegetation, velocity reduced by 50%. 


Utilizing the adjusted speed of intruder movement and 
the computed distance of the move, the time required for the 
intruder to complete this move is calculated. This time 
becomes the target availability time used by the radar and 
the visual detection routines. 

In order to calculate the radial velocity of the intru- 
der towards the observation device the change in the target- 
to-observer range as a result of the current move is 
calculated. The radial velocity is then computed by 
multiplying the adjusted intruder velocity by the ratio of 
change in range to distance traveled. 

Upon completion of the above calculations required 
information along with program control is returned to the 


Sabling program. 


oe tas SENSOR DETECTION ROUTINE 

The basic logic used in the unattended ground sensor 
detection model (SENTEC) is outlined in Figure 1l. This 
subroutine is called by the main program after each move 
mace by an intruder group. 

In order to save time during a computer run of the 
simulation, the first check made by this subroutine is an 
approximate determination of the intruder's proximity to 


any sensor string. To accomplish this, it is determined 
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-Called from the Main 


erogran. Go To 2. 


Compare the intruder's 
coordinates with coordin- 
ates of center sensor of 
pemimngs | through 10. Go 
mo 3. 


If intruder is not located 
within 400 meters in X & Y 


Gierection of center sensor, 


Go To 4. Otherwise, Go To 
ihe 


ifeetnis 1s last string to 
be checked, return control 
to the Main Program. 
Otherwise,,Go To 2. 


© 


5- 


Ge 


Ue 


Compare intruder's location 
to location of each sensor 
in string. If intruder is 
in the same grid square as 
one of the sensors, Go To 
6. Otherwise, Go To 4. 


Draw a random number. If 
random number is less than 
sensor probability of 
detection, Go To 7. Gther- 
wise, Go To 4. 


Call detection subroutine. 
Upon return of control, Go 
To. 4. 


Figure ll. The Sensor Detection Routine (SENTEC) 
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if the intruder is within 400 meters in both the X and Y 
direction of the center sensor of the string. This check is 
made sequentially for all ten sensor strings each time an 
intruder group moves. If an intruder is within 400 meters 
of the center sensor of the string, a more detailed check 

of the intruder's proximity to the sensors of the string is 
made. 

To accomplish the detailed check, the intruder's loca- 
tion coordinates are compared to the location coordinates of 
each of the three sensors of the string. In accordance with 
the assumptions relating to unattended ground sensor detec- 
tions, the coordinates of the intruder must exactly match 
those of a remote sensor in order for there to be a chance 
of detection. If the coordinates match, indicating that 
the intruder is located in a 100 meter square protected by 
a sensor, a random number is drawn. If the random number is 
less than or equal to 0.4526 (the detection probability 
derived in the assumption section), a detection is declared 


and control is passed to the Detection Subroutine. 


Ge fHE DECISION SUBROUTINE 

In accordance with the rationale described in Chapter 
TII, an arbitrary decision rule requiring two indicated 
detections by any combination of devices within a base-to- 
target range of 500 meters was adopted. To represent this 
decision process, the decision subroutine (DETECT) is called 
by any of the detection routines (RATECT, VITECT, or SENTEC) 


when an individual detection occurs. 
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Upon receiving the information relating to the detection, 
this decision subroutine stores the base-to-target range of 
the detection and the identification of the specific detect- 
ing device. This detection information is then compared 
with each previous detection of this intruder group. If no 
combination of detections satisfies the decision rule, con- 
trol is returned to the calling subroutine. If, however, a 
combination of individual detections satisfies the two 
detection, 500 meter decision rule, a formal detection is 
declared. The base-to-target range at which the second 
detection occurred and the identity of the specific devices 
furnishing the required two detections are printed. The main 
program is signaled that a formal detection has been made 
of the current intruder group. This group is deleted from 
the program and infiltration is initiated on the next 
iaeruder route. 

The program described in this chapter was used to 
simulate the base defense problem. The results obtained 
using data from eight different deployments are presented 


and discussed in the following chapter. 
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VI. AN INVESTIGATION OF SELECTED DEPLOYMENT DOCTRINES 


This chapter contains the results of computer simulation 
of the base defense problem using various doctrines for 
deployment of the sensor systems. An attempt to compare the 
Merits of the deployment schemes is made using game theory 
as an analytic tool. 

In order to compare the results from each deployment 
scheme it seems reasonable to select a measure or measures 
of effectiveness which view the base defense problem from 
the standpoint of the base commander. What results would 
he desire from an integrated sensor system? 

First, the system should have a high probability of 
detecting infiltrators before they reach a position from 
which they can attack the base camp. Therefore, the first 
Measure of effectiveness would appear to be the percentage 
of infiltratim groups detected. 

Because the infiltrators might launch a standoff attack 
against the base camp, the base commander's second consider- 
ation might well be the detection of infiltration groups at 
the greatest possible range. Therefore, a second measure 
of effectiveness of a deployment scheme could be the range 
at which an intruder group is detected, given that such a 
detection occurs. 

The relative importance of these two measures of effec- 


tiveness should normally depend on the tactical situation 
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which confronts a specific base commander. Such factors as 
terrain characteristics, base camp type, and enemy capabil- 
ities should vary the importance of these two measures. 

The following sections contain a description of the 
doctrines used to deploy the sensor systems tested in this 
study, a graphical representation of the deployment of 
individual sensors in each simulation series, and the 
results of twenty-five iterations of twelve simulated infil- 
trations against each deployed system. The results obtained 
from each of the schemes tested are first presented indi- 
vidually with only general analysis of specific results - 
that is, obvious strengths or weaknesses. A comparative 
analysis of the deployments utilizing the two measures of 
effectiveness described above is presented at the end of the 


chapter. 


RoaeroOLMULATION SERIES 1. 

The officer deploying the sensors for Simulation Series l 
Wace eUrnaoned the £ollowing doctrine statement to use as 
guidance. 

“Radars and visual devices are [to be] used as a 
primary surveillance means of the area beyond the base 
perimeter. Isolated detection devices are [to be] 
placed at or near areas masked from line-of-sight for 
early detection of intruders as they approach the base." 

This statement of sensor deployment doctrine was drawn from 
a U.S. Army Field Manual entitled Base Defense. 
The approximate locations of the sensors deployed under 


this guidance are shown in Figure 12. The coordinate loca- 


tion of each device deployed in each simulation series may 
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Figure 12. Approximate Location of Devices 
in Simulation Series l. 
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be found in Appendix B. A summary of the detection results 
using this particular sensor deployment is given below in 
Table I. 

In reading this table and the tables that follow in this 
chapter an explanation of the various columns would appear 
to be helpful. The upper portion of the table summarizes 
the history of each of the twelve intruder groups. (The 
specific route used by each intruder group was shown earlier 
in Figure 3.) The third column indicates the number of 
times each group was formally (using the two detection, 500 
meter decision rule) detected out of twenty-five infiltra- 
tion attempts. The fourth column indicates the average 
base-to-target range at which the group was detected given 
that it was detected. The fifth column shows the average 
range of detection when undetected intruders are assigned 
a detection range of zero. These summary values will be 
useful later in comparing results of deployment schemes. 
Because of the two-decection decision rule, the total number 
of detections registered is twice the sum of the third 
column, e.g., in Table I the sum of the third column is 144 
but since two detections are required to obtain a formal 
detection, there were in fact 288 detections recorded in 
this simulation. 

The second part of the table shows the relative contri- 
bution of each type of sensor system to the results obtained 
in this simulation series. Although each individual detec- 


tion acquired by a specific sensor is available in the 
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TABLE I 


DETECTION RESULTS OF SIMULATION SERIES 1 


Intruder Times Times Ave Range of Overall Range 
Group Number Available Detected Detection Detection 
1 25 15 1507.4 904.4 
2 25 24 ZL 62a 2075.6 
3 ZS) 0 O00 0.0 
4 25 4 806.2 23. 0 
5 25 0 ec 0.0 
6 ZS 0 0.0 0.0 
7 ZS 25 2630.8 ZCsio. & 
9 25 8 2279.9 p29 6 
10 25 18 744.7 556.2 
mi 22) 3 2256 ZG ac 
IL %: 25 25 1947.0 791... 3 
Total 300 144 
Detections Number of Per Cent of 
Device Available Detections Detections 
Radar 288. 214 74.3 
Visual 288. 69 24.0 
Remote Sensor 233. 5 sae 
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output from the computer simulation, only those detections 
contributing to a formal detection are reflected in the 
summary figures in the tables. 

Of interest in the results above is the fact that 
intruder Groups 3, 5, and 6, all traveling in relatively 
open terrain, were never detected. This could be because 
iene -oOf-sight problems in the placement of the radars 
and visual devices which were targeted against that region 
of their infiltrations precluded better results against these 
groups. Although their routes lay in fairly open terrain, 
terrain masks near the base camp could have interfered with 
the line sensors. 

It can be noted that the unattended (remote) ground 
sensors were relatively ineffective in this deployment 
scheme. It would appear that the wide dispersal of the 
sensor strings suggested by this doctrine will be most 
successful when the deployer of the devices correctly 
guesses the routes to be used by the infiltrators. This 
was evidently not the case in this particular scheme. 

In judging the deployment of the sensors in this simu- 
latio series it can be seen that only 144 formal detections 
were obtained out of 300 chances for a detection rate of 
48%. Detecting less than half of the infiltrators would 
probably not be considered an unqualified success even in 


a simulated base defense problem. 
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B. SIMULATION SERPS az 

In Simulation Series 2, the officer deploying the 
sensors was furnished the following doctrine statement to 
use aS guidance, 

"Radars and visual devices are [to be] used as a 
primary surveillance means. Unattended ground sensors 
should be utilized to cover likely avenues of approach 
for early warning regardless of line-of-sight con- 
siderations." 

This doctrine statement varies from the first in that 
unattended ground sensor deployment is not required to be 
limited to areas masked from line-of-sight, although they 
are still to be used for early warning. 

The approximate locations of the sensors deployed under 
this guidance are shown in Figure 13. A summary of the 
detection results using this particular sensor deployment 
is given below in Table II. 

Note that although the number of detections has increased 
Significantly (from 144 to 175), Groups 5 and 6 and addition- 
ally Group 4 have escaped detection. A study of the summary 
results in Table II and the deployment diagram mee eas 
Simulation series suggests that the night observation devices 
may have been placed in areas masked from most of the infil- 
tration routes, especially those groups whose routes lay in 
Ener eecond quadrant. Although the doctrinal guidance for 
deployment of the line sensors in Simulation Series 2 did 
not vary from that used in Simulation Series 1, the deploy- 


ment of the radars and the visual devices was changed. It 


appears that the deployment of the radars used in this series 
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Figure 13. Approximate Location of Devices 
in Simulation Series 2. 
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TABLE II 


DETECTION RESULTS OF SIMULATION SERIES 2 





Intruder 
Group Number 


1 


10 
11 
2 


Total 


Device 
Radar 
Visual 


Remote Sensor 


Times 


Avail 


yee) 
25 
25 
25 
22 
20 
25 
25 
25 
Z5 
Zo 


25 


300 


1 


16 
Auk 


Zi 


24 


Zo 


25 
12 
22 


75 


Available 


30. 
350. 


Sa0k 


Times 


— 


Ave Range of Overall Range 
able Detected 


Detection 


HOS <0 
323% 9 


1828.4 


Zo 3.5 
Zi) SiOre a 
ZO ls. 2 
152429 
1944.1 


2004.6 


Detections 


B22 
iS: 


5 


Detection 


Oe o 
5:3 2 ea) 
IL SB SEA te 
0.0 
0.0 
0.0 
2508.8 
21 30.00 
724.8 
152459 
eZ 


1764.0 


_Detections 


a2 0 
oS) 


4.3 
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was markedly superior to that used in the first series while 
the peoiotnent of the visual devices appears to have been 
inferior. It can be assumed from a study of the deployment 
diagram that the radars have been placed in a manner to 
increase their line-of-sight capability in their areas of 
search. 

The detection percentage for deployment of the sensor 
systems in Simulation Series 2 was 58%. The more liberal 
guidelines for deploying the unattended ground sensors has 
increased the effectiveness of this sensor system over that 
of the first simulation series. However, again, it can be 
conjectured that the wide dispersal of these devices will 
not result in many detections unless the deploying officer 


has knowledge of likely infiltration routes. 


Cc. SIMULATION SERIES 3 

The officer deploying the sensors for Simulation Series 
3 was furnished the following doctrine statement to use as 
guidance. 

“Radars should always be oriented only towards open 
terrain and overlapped in coverage if necessary. Visual 
devices and unattended ground sensors should be used to 
cover the areas not considered for radar coverage." 

This doctrine statement is a radical departure from the first 
two considered in that the orientation of the ground sur- 
veillance radars is specifically directed towards only open 
terrain with the night observation devices and the unattended 


ground sensors used to cover those areas which were not con- 


sidered open enough for radar use. 
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The approximate locations of the sensors employed under 
this guidance are shown in Figure 14. A summary of the 
detectton results using this particular sensor deployment 
is given below in Table III. 

Since it achieved only 136 detections out of 300 chances, 
the deployment of sensor systems in this sertes does not 
appear to have been very successful. The most striking 
value im Table ITI ts the total detections acquired by the 
unattended. ground sensors. It can be seen from the deploy- 
ment diagram in Figure 14 that these sensors are again 
widely dispersed although this dispersal was not required 
specifically by the doctrine statement. These results 
appear to reinforce the conjecture that widely dispersed 
remote sensors will not be effective in a problem such as 
this unless the deploying officer has knowledge of likely 
infiltration routes. 

Although the radar coverage was limited to open terrain 
by the doctrine statement, it can be noted from the diagram 
that only seventy degrees of the base defense circle are 
devoid of radar coverage. These areas contain major portions 
of the «nfitltratton routes of the four intruder groups wha 
had the most success in infiltrating - groups 4, 5, 10, and 
ll. This, again, points to the poor location of the visual 
devices which were required to cover these areas. 

 ‘Tinis deployment scheme resulting in a detection per- 


centage of 45% was mot successful. 
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Figure 14. Approximate Location of Devices 
in Simulation Series 3. 
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TABLE Iil 


DereChVONRReowuhowOr SIMULATION SERIES 3 


Ave Range of Overall Range 


Intruder Times Times 
Group Number Available Detected Detection Detection 
1 25 11 991.8 436.4 
2 25 25 2249.6 2249.6 
5 Zo 6 680.7 163.4 
4 25 0 O=0 0.0 
5 25 1 989.9 596 
6 25 9 1109.7 239955 
7 25 ZS ZICH 8 2907 55 
8 25 25 2804.9 2804.9 
9 25 11 a7 .5 764.5 
10 25 0 0.0 0.0 
11 25 0 0.0 0.0 
12 25 23 2002.4 1842.2 
Total 300 18 
Detections Number of Per Cent of 
Device Available Detections Detections 
Radar ZZ. 234 86.0 
Visual 272. 38 14.0 
Remote Sensor Dee 0 0.0 
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|OJ& SIMULATION SenRie 4 

The officer deploying the sensors for Simulation Series 
4 was furnished the following doctrine statement. 

"Visual devices should always be oriented towards 
open terrain and overlapped in coverage if necessary. 
Radars and unattended ground sensors should be used to 
cover the areas not considered for visual coverage." 

It should be noted that this doctrine statement is a rever- 
sal of the doctrine statement in Simulation Series 3, since 
the roles of the ground surveillance radars and the night 
observation devices have been interchanged. 

The approximate locations of the sensors employed under 
this guidance are shown in Figure 15. A summary of the 
detection results using this particular sensor deployment 
is given below in Table IV. 

The results of Simulation Series 4 are much the same 
overall as those obtained in Simulation Series 3 with only 
an increase of three detections for a total of 139 detec- 
tions out of 300 chances. The unattended ground sensors 
were again widely dispersed and were again relatively 
ineffective. 

It is interesting to note that the first four intruder 
groups, all with infiltration routes in the relatively open 
first and second quadrants, were never detected by the 
sensors deployed in the manner shown in Figure 15. It would 
appear that the visual devices oriented to 75° and 350° were 
masked by some prominent terrain features. 

Pucomotemmitesestois the fact that Groups 7, 8, 9 and 10 


with infiltration routes in the rugged third quadrant, were 
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Figure 15. Approximate Location of Devices 
in Simulation Series 4. 
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TABLE IV 


DETECTION RESULTS OF SIMULATION SERIES 4 


Intruder Times Times Ave Range of Overall Range 

Group Number Available Detected Detection Detection 
1 25 0 0.0 0.0 
Z 25 0 0.0 0.0 
3 25 0 0.0 0.0 
4 25 0 O20 00 
5 25 7 20,0:4:0 56.0 
6 25 17 864.8 580... 
7 25 Just hi72.5 515.9 
8 25 25 2797.4 2797.4 
9 25 23 2118.4 1949.0 
10 25 25 2095.8 2095.8 
11 25 13 2604.4 3544 
12 25 18 2132.3 15 725.6 

Total 300 139 
Detections Number of Per Cent of 

Device Available Detections Detections 
Radar IAT 204 73.4 
Visual ZB. 71 25.5 
Remote Sensor 27 Gis 3 ae! 
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detected ahelie successfully. This seems to indicate that 
Petcentrated radar coverage as used in this deployment scheme 
will be quite successful in this problem regardless of the 
general characteristics of the terrain. 

Although fairly successful in the broken terrain, the 
failures of this deployment scheme in the more open terrain 


and the low overall percentage of detections of 46% appear 


to mitigate against its use. 


E. SIMULATION SERIES 5 
For Simulation Series 5, the guiding doctrine was: 
“Radars and visual devices are [to be] used as a 
primary surveillance means. Unattended ground sensors 
should be used near base camp to insure that no infil- 
tration group penetrates the base itself." 
This statement of doctrine is less detailed than others used 
in this study with only general location of the unattended 
ground sensors specified. The approximate locations of the 
sensors deployed in accordance with this doctrine statement 
are shown in Figure 16. The results obtained using this 
scheme of deployment are found in Table V below. 

The results contained in Table V appear to indicate that 
the deployment scheme used in Simulation Series 5 is quite 
successful. Note that 230 detections were obtained out of 
300 chances and every intruder group was detected at least 
once. 


Especially noteworthy is the improved performance of the 


unattended ground sensors. Concentrating the coverage of 
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Figure 16. Approximate Location of Devices 
Misomnwbatien ocerles 5. 
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Intruder 
Group Number Available 


DERECLIONG Rk boule OF SEMULATION SERIES 5 


Tames 


TABLE V_ 


Times 


20 
24 
8 
20 
Px E 
ES 
25 
Zs 
IZ 
25 
9 


23 


230 


Detections 
Available 


460. 


1 25 

2 25 

3 vias) 

4 25 

5 25 

6 25 

7 25 

8 25 

9 2 

10 25 

Ld 25 

12 25 

Total 300 

Device 

Radar 
Visual 


Remote Sensor 


460. 


460. 


Detected 


Number 
Detections 


Ave Range of 
Detection 


O36 ..2 
Ihpe(0) ae 4 
Sy) 7) 38: 
678.0 
1300.8 
26928 
2410.8 
2760.2 
s20.2 
ISO 2)- 
1869.6 


le Gisye ees 


297 
130 


53 


of 


S29) 20 
7 20 ee 
POs 
542.4 
UGoZ 7 
914.3 
2410.8 
2780.2 
655441 
SS 2.ck 
OW oot 


1614.8 


Per Cent of 
Detections 


64.6 
PAS Ae: 


(572 


Overall Range 
Detection 
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Piece LeEmOte Sensors mear the base camp appears to improve 
their success. 

In deploying the line sensors in accordance with the 
very general guidelines, the officer seems to have followed 
a symmetric rule. Almost all areas are covered by both the 
radars and the visual devices. This scheme appears to have 
been equally successful in the open and broken terrain. 

With a detection percentage of almost 77% the deployment 


scheme in Simulation Series 5 appears to be successful. 


F. SIMULATION SERIES 6 
Deployment guidance in Simulation Series 6 came from 
the following statement. 
"Radars should always be oriented towards only open 
terrain and overlapped in coverage if necessary. Visual 
devices should be oriented towards terrain not covered 
by the radars. Unattended ground sensors should be 
used to cover areas masked from line-of-sight for early 
detection of intruders." 
This doctrine statement is a combination of that given in 
the doctrine statement for Simulation Series 3 for deploy- 
ment of ground surveillance radars and night observation 
devices and that of Simulation Series 1 for deployment of 
unattended ground sensors. The sensors were deployed in 
approximately the manner shown in Figure 17. The results 
obtained utilizing the deployment scheme of Simulation 
Series 6 are shown in Table VI below. 

The results of Simulation Series 6 are fairly impressive 


with 203 detections out of 300 chances. Only Intruder Groups 


4, 5, and 11 avoided detection more than half the time. 
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Figure 17. Approximate Location of Devices 
in Simulation Series 6. 


76 





TABLE VI 


Die een Umno  oOLMULATION SERIES 6 








Intruder Times Times Ave Rangeof Overall Range 
GroupNumber Available Detected Detection Detection 
1 25 20 1134.8 B07 .c 
2 25 25 255953 2559.3 
3 25 Zz Po PS ez 33 iks6 
4 25 0 0.0 0.0 
5 25 5 S16 ..0 Oe a2 
6 25 15 MSS S Soe 
7 ae, 23 ee 2 wee T5939 027 
8 25 Pi95) 2419.0 2419.0 
9 25 16 be fo i Saag 1148.0 
10 25 22 1332.3 1216.4 
11 25 7 269'2..6 EES, 
a2 25 23 Zo. 3 197 Diz 
Total 300 203 
Detections Number of Per Cent of 
Device Available Detections Detections 
Radar 406. 342 84.2 
Visual 406. 58 14.3 
Remote Sensor 406. 6 LD 
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There does not appear to be a noticeable difference in the 
—— of the deployment scheme in relation to the charac- 
teristics of terrain used by the infiltrators. 

Although the doctrine under which the line sensors were 
deployed in this simulation series was identical with that 
of Simulation Series 3, the more symmetric deployment in 
this series resulted in more successful results. The only 
area not covered by the radars is located in the second 
quadrant and is almost readily identifiable because of the 
lack of detection or low average detection ranges of the 
infiltration routes - 4, 5, and 6 - in this area. 

The wide dispersal of the unattended ground sensors was” 
again unsuccessful in this series. 

The detection percentage of 67% resulting from the 
deployment scheme used in Simulation Series 6 can be termed 


moderately successful. 


G. SIMULATION SERIES 7 - 

The officer deploying the sensors for Simulation Series 
7 was furnished the following doctrine statement to use as 
guidance. 

"Radars should always be oriented towards only open 
terrain and overlapped in coverage if necessary. Visual 
devices should be oriented towards terrain not covered 
by the radars. Unattended ground sensors should be used 
near base camp to insure that no infiltration group 
penetrates the base itself." 

This doctrine statement is exactly the same as that used in 


Simulation Series 6 with the exception of the guidance for 


deploying the unattended ground sensors. With respect to 
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deployment of the unattended ground sensors the statement 
is Mencical to that used in Simulation Series 5. The 
approximate location of the sensors in Simulation Series 7 
may be found in Figure 18. The detection results obtained 
using the deployment scheme of this simulation series are 
shown in Table VII below. 

Like the results of Simulation Series 5 and Simulation 
Series 6, those of Series 7 are fairly impressive in terms 
of total detections - 199 out of a possible 300. The rel- 
ative ineffectiveness of the night observation devices is 
evident. These devices were ineffective in Simulation 
Series 6 in which they were deployed utilizing the same 
doctrine as in this case. 

The ground surveillance radars (again deployed almost 
symmetrically) were responsible for the bulk of the detec- 
tions obtained in this series. A minor weakness in the 
second quadrant is again evident, but it is not so striking 
as in Simulation Series 6. 

An unexpected result of this series was the performance 
of the ground surveillance radars. Although the doctrine 
for deployment of these sensors was identical to that of 
Simulation Series 5 in which these remote sensors enjoyed 
comparative success, only ten detections were obtained from 
this source in Series 7. A glance at the deployment diagram 
contained in Figure 18, however, shows that these sensors 
were not concentrated as tightly around the base camp as 


they were in Series 5. 
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Figure 18. Approximate Location of Devices 
in Simulation Series 7. 
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TABLE VII 


DEtEC Lene RESULTS OF SIMULATION SERIES 7 





Intruder Times Times Ave Range of Overall Range 

GroupNumber Available Detected Detection Detection 
1 25 15 2278.4 367 .0 
2 25 19 TS70:. 7 1193.7 
3 25 ee 1710.0 1504.8 
4 25 0 Cee 0.0 
5 25 4 SZ0 a, 147.3 
6 25 Za 1343.0 1181.8 
v ; Zs 25 2656.9 2656.9 
8 25 ZS 243950 2435.0 
9 25 25 670.3 67 Ons 
10 25 24 Ie 0S 29 1637.7 
11 Zi) 5 2692.6 53835 
12 25 18 Bio. 2 Ho ey 

Total 300 199 
Detections Number of Per Cent of 

Device Available Detections Detections 
Radar S918: 356 89.4 
Visual 398. 32 8.0 
Remote Sensor 398. 10 Paes: 





ou 





Simulation Series 7 with a detection percentage of 66% 


can be termed moderately successful. 


fe SLMULATION SERIES 8 

In the final simulation series, the following doctrine 
statement was used as guidance. 

"Radar coverage should never overlap. Visual device 
coverage should never overlap. Unattended ground sensors 
should be used to cover likely avenues of approach." 

This was the least specific of the eight doctrine statements 
used in this study, but was still somewhat restrictive in 
respect to deployment of the ground surveillance radars and 
the night observation devices. The approximate locations 

of the sensors is shown in Figure i9. Results obtained in 
Simulation Series 8 are shown in Table VIII below. 

The total number of detections obtained using the deploy- 
ment scheme of Simulation Series 8 was 133 detections out 
of a possible 300. Four intruder groups were undetected in 
this series and three more were detected in less than half 
their intrusions. This deployment scheme showed lack of 
success in all the quadrants and in both open and broken 
terrain. 

Only the ground surveillance radars, deployed symmetri- 
cally, enjoyed any success in this simulation series. The 
night observation devices were relatively ineffective. 

Once again, the wide dispersal of the unattended ground 
sensors resulted in no success. 

With a detection rate of only 44%, the deployment scheme 


used in Simulation Series 8 could be termed a failure. 
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Figure 19. Approximate Location of Devices 
in Simulation Series 8. 
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TABLE VIII 


DETECTION REoULIS OF soIMULATION SERIES 8&8 


Intruder Times Times Ave Range of Overall Range 
Group Number Available Detected Detection Detection 
1 25 24 O72 5 1639 s2 
2 Z5 18 825.2 1314.1 
3 25 0 0.0 0.0 
7 7.5, 0 O20 0.0 
5 25 0 0.0 O70 
6 25 0 0.0 0.0 
7 25 25 2505). 0 2565.0 
8 25 25 2851. 7 Popeye yd Les 7 
9 25 6 2402.7 57-6 16 
10 25 6 205.5... 29542 
11 25 6 G76 3934) 
2 25 23 1744.2 1604.7 
Total 300 is 
Detections Number of Per Cent of 
Device Available Detections Detections 
Radar 266. 248 93.2 
Visual 266. 18 6.8 
Remote Sensor 260i. 0 0:..0 
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Results of Individual Analysis 


Although concerned about the reasons for the various 
results obtained in each simulation series, a summary of 
the analysis of the individual results is limited to the 
following: total detections, percentage of detections, and 
the number of intruder groups undetected in twenty-five 
attempts. 


The following table contains these summary totals. 


TABLE IX 


SUMMARY OF ANALYSIS OF INDIVIDUAL SIMULATION SERIES 


Simulation Total Percentage Number of Groups 
Series Detections of Detections Undetected 
1 144 48% 3 
2 175 583% 2) 
3 136 45% 8 
% 139 46% 4 
5 230 77% . = 
6 20S 678 i 
7 Lisi 66% 1 


8 33 44% a 
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The examination of the results obtained in each simula- 


tion series was helpful in learning how systems performed 


in each case and it is meaningful to compare these results. 


1 COMPARATIVE ANALYSIS OF THE TESTED DOCTRINES 

In this section analysis of the results of the eight 
simulation series is performed in a comparative manner. 

Two methods of analysis, one using game theory and the 
other uSing decision theory, are used to compare three 
different summary results of the eight simulation series - 
detections, average detection range, and overall detection 
range. 

Before beginning the comparative analysis, it would 
appear helpful to review the basic results obtained from the 
individual analysis of each series and the scenario used to 
Simulate the base defense problem. 

1. The Scenario 

In analyzing the results of the simulations conduc- 
ted in a comparative sense it is necessary to recall that 
all results are dependent on the scenario that was construc- 
ted in order to derive a model for the base defense problem. 

The scenario that was used in this study required 
the deployment of a specified integrated sensor system in 
accordance with the guidance furnished in a doctrine state- 
ment. The infiltration threat used to test the deployment 
schemes was constant throughout the various simulations and 


consisted of twelve intruder groups utilizing preselected 
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infiltration routes which were roughly distributed uniformly 
throughout the base defense area. It was assumed that the 
infiltrator had a general knowledge of the sensor capability 
of the base but no knowledge of specific capabilities or 


locations of the individual devices. 


Zee Compardtrvyesonalyors USing Number of Detections and 
a Two-person, Zero Sum Game 


In attempting to select the doctrine (or doctrines) 
which best fulfill the measures of effectiveness outlined 
above, an approach which was suggested seems both mathe- 
Matically and esthetically satisfying. This approach 
utilizes the framework of basic game theory to cast the 
options available to the base commander and those available 
to the PRE erator into the form of a two-person, zero sum 
game. This formulation, often called a rectangular game, 
requires a choice among several options by the two partici- 
pants in the game. These choices, made individually and 
without knowledge of the opponent's choice, define a payoff 
to one of the players based on the value of the cell desig- 
nated by the choices made. 

Considering first the results with number of detections 
obtained as the measure of effectiveness, number of detec- 
tions obtained, the results of the computer simulation are 


arranged in the matrix that follows. 
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Intruder Routes 


boctrines 





The cell values represent the number of detections 
obtained using a particular doctrine in attempting twenty- 
five detections of a specific intruder. Since the cell 
values represent a "payoff" to the base commander, he will 
attempt to maximize the cell chosen, while the intruder will 
attempt to minimize the cell value and thereby his chance of 
detection. Although it is unlikely that the intruder would 
have such specific information available in choosing his 
route, it must be assumed that he will act rationally based 
on his knowledge of the terrain and his general knowledge of 
his. opponent's detection system. 

In selecting the optimum strategies for both players, it 
must be remembered that the base commander wishes to maxi- 
mize his payoff (the cell values), while the intruder wishes 
to minimize it. By noting the minimum value in each row, 


and the maximum value in each column, a search is conducted 
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gene a "saddle-point." This method is based on pessimism by 
both players, that is, they search for the worst they can do 
by choosing each strategy. If a point is found that is both 
the maximum value of its column and the minimum value of its 
row, then a saddlepoint is found and the game is solved. 
Unfortunately, in this case no saddlepoint exists. 

Next, an attempt is made to eliminate doctrines and 
routes based on "dominance." This method makes use of the 
rationalethat if any column or any row is clearly superior 
to another column or row from the standpoint of the player 
using it, it is "dominated" by the superior strategy. It can 
be noted that Row 1 is dominated by Row 5, that is, from the 
standpoint of the base commander, every payoff in Row 5 is 
greater or equal to that in Row 1. Therefore, Row 1 may be 
eliminated from consideration, since no matter what route 
the intruder chooses, the base commander can always do 
better by choosing Doctrine 5. Now Column 5 is dominated by 
Column 4, eliminating Column 5. Column 1 is dominated by 
Column 4, eliminating Column 1. Now Row 8 is dominated by 
Row 5, eliminating Row 8. Column 10 is dominated by Column 
11; Column 8 is dominated by Column 9; Columns 2, 7, and 12 
are dominated by Column 4, eliminating Columns 10, 8, 2, 7, 
ama 12. 

No more elimination by domination is possible and the 


reduced matrix appears below. 
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Se Intruder Routes 


Doctrines 





Because of the success of Doctrine Five against Route 
Four, it must be a candidate for the optimum doctrine. How- 
ever, neglecting Route Four, Doctrine Seven appears clearly 
Superior to the rest (although weak against Route Eleven). 
From these reasons Doctrines Five and Seven appear to be the 
best of the eight for satisfying the measure of number ope 
detections. Although not a purpose of the study, a conclu- 
sion regarding the best routes for the intruder to use may 
be drawn. From examination of the matrix it appears that 
Routes 4 and 11 are the best for use by the intruder. 


6 ae 


Comparative Analysis Using Number of Detections and 


Decision Theory 


Before leaving the examination of the results of the 
different doctrines based on the number of detections 
obtained, an approach which does not require any assumption 
about the rationality of the opponent might be interesting. 
Such an approach assumes only that the specific route which 
will be selected by the infiltrator is unknown and no 


knowledge of a possible basis of selection of the route is 
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available to the base commander. Therefore, the probabil- 
ities associated with the route selection process will be 
considered to be equally likely, an assumption often called 
the Lagrange approach to the decision process under 
uncertainty. 

The commander may also be interested in the number of 
detections he will forfeit by choosing a doctrine which does 
not provide the maximum number of detections Of an iantnudex 
using a particular route. This method of decision analysis 
was proposed by Savage in 1951 and the amount lost by 
selecting the row in which the chosen column produced less 
than maximum payoff is called the regret. 

The following analysis will make use of both of these 
decision methods. The base commander's regret will be 
calculated for each possible event (combination of doctrine 
and route). Instead of selecting the minimum of the maximum 
regrets associated with each doctrine as is normally done 
in the regret approach to decision making, the assumption 
of equally likely events will be used in this process. The 
sum of the base commander's forfeits for choosing each doc- 
trine will be calculated over all possible intruder routes 
(within the scenario of this study). 

Under this approach, the doctrine which minimizes this 
average of forfeits would be considered to be the best under 
the assumption of no knowledge of the route selection process. 

Mathematically, this process can be written as follows 


th 


Eewethe £ doctrine: 
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'-sum Of Forfeits = ys Ppitiaxea..) — an.) 
k kj 1) 
3} (columns) 


Intruder Routes 
Average 


i Seo sce. LO T) 12 POL Leu 


Doctrines 





From the average forfeits it appears evident that Doc~ 
trine Five is superior to the other doctrines with respect 
to detections. In fact, since the forfeits can be inter- 
preted as detections lost because SEnusing a pabtLcular 
doctrine instead of the best doctrine for each route, ieveanm 
be seen that use of Doctrine Five for all cases reduces the 
chance of detecting an entering intruder by only 40/300 or 
13.4 percent of the chance of detecting with perfect infor- 
mation about the route selected by the intruder. 


4. Comparative Analysis Using Average Detection Range 
and a Two-person, Zero Sum Game 


A second measure of effectiveness proposed for the 
integrated sensor deployment problem was the range at which 


an intruder was detected, given that such a detection occurred. 
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In comparing the results of the simulations with this 
Measure of effectiveness the same two analytic methods will 
be used. 

The basic two-person, zero sum game matrix for this phase 
of the analysis is as follows (note the lack of a saddle- 


BHoint) . 


Intruder Routes 


> Ww 


Doctrines 
Ul 





Using the dominance method again it is noted that Columns 
cae 7, 8, 9, and 12 are dominated by Column 4 which means 
the infiltrator will do better to choose Route 4 over any of 
the dominated routes no matter which doctrine is chosen. 

Row 8 is dominated by Row 4 and Row 6 is dominated by Row 7. 


The reduced matrix appears as follows. 
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Intruder Routes 
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Doctrines 5 and 7 appear to: be superior overall 


Again, 


to the other doctrines. 


Comparative Analysis Using Average Detection Range 


and Decision Theory 


Ne 


To use the concept of the commander's loss or forfeit 


the regret values are calculated as before and the following 


matrix is obtained. 
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Here Doctrine Seven exhibits the llowest toOtalmronrte:t, 
although the order of magnitude of the differences is 
small, Doctrine Six has the second lowest forfeit total - 
this doctrine also had the second lowest regret total when 
numbers of detections were considered. 


6. Comparative Analysis Using Overall Average Detection 
Range and a Two-person, Zero Sum Game 


In an attempt to resolve the problem of selecting 
the optimum doctrine using both measures of effectiveness a 
third criterion was examined. This was the overall average 
range of detection; so named because nondetection of a 
target was counted as a detection at zero range. Therefore, 
the averages reflect not only success Mnecde tee fini atic 
target at a long range, but also success in detecting the 
target at all. The game matrix containing this summary data 


as payoffs appears below. 


Intruder Routes 
1 2 3 4 5 6 7 8 9 10 ll 12 


Doctrines 
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Although the game matrix appears quite formidable, it 
can quickly be reduced by dominance to a two by two game 
matrix. Note first that Columns 1, 2, 7, 8, 9, 10, and 12 
are dominated by Column 4. After their elimination Rows 
1, 3, and 8 are dominated by Row 5. Eliminating these Rows, 
Columns 11, 6, and 5 are dominated by Golumn 4: #=Finally, 
Rows 6 and 7 are dominated by Row 2 leaving the two by two 


game matrix shown below. 


Intruder Routes 


Doctrines 





Using the methods described in basic game theory ref- 
erences [8], the following set of inequalities and equations 
js used to fimithe optimum strategies of the opponents and 
the expected payoff of the game. 

Let X, represent the proportion of the time Doctrine 92 
should be used and Xe the proportion Doctrine 5 should be 
used. Similarly, Y, represents the proportion of the time 
Route 3 is used and Yy represents the proportional use of 
Route 4. Finally, let V represent the expected value of the 


game to the base commander. Then, 
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My, 5 3 4 
1536X., + 191X, EDM , 
OX, + 542X,2V , 
LNG ee Oy 
191Y, + 542¥, 2 V 


The solution of this system of equations and inequalities 


mas. tound to be: 


Xo = 0.185 ’ Xe = 0.815, 
Y3 =a. 200 ’ ty = 0./12, 
V = 422. 


Which indicates that if both opponents use optimal strategies 
with respect to this mixed summary game, the base commander 
should use Doctrine Five 81.5 percent of the time and 
Doctrine Two the remainder and he can expect to detect an 
intruder at a range of 442 meters if the intruder uses the 
optimal strategy in selecting his infiltration routes. 
Because of the basic structure of game theory which led to 
this solution, it can be shown that the expected detection 
range will be no worse than 442 meters as long as the base 
commander follows the optimal strategy and wills be even 
better than 442 meters if the intruder uses any but his 
optimal strategy for selecting infiltration routes. 

Having given an example of methods of analysis that may 
be used to interpret the results obtained when using the 
modeling and simulation technique, the conclusions and 
areas of suggested study resulting from this study are 


presented in the next chapter. 
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VII. CONCLUSIONS AND EXTENSIONS 


In this chapter the general conclusions resulting from 
this study of the doctrinal requirements for sensor system 
deployment in a base defense situation are presented. In 
addition, several areas for future study in this area are 


suggested. 


A. CONCLUSIONS 

The conclusions which have resulted from this study are 
of a general nature, since the use of only one officer to 
place the sensor systems in accordance with the various 
doctrines precluded recommendations of any individual doctrine 
within the framework of the situation presented. The con- 
struction and use of the model to evaluate the doctrines 
through computer simulation has led to the belief that this 
method is useful in obtaining relatively quick evaluations 
of alternative tactics or doctrines. 

The method used in this study - modeling a base defense 
problem by simplifying a typical situation and simulating 
the problem with various doctrinal alternatives - requires 
careful attention to the assumptions, expiltei1t and imp liete, 
required; the location in which the problem is simulated; 
and the statement of the variables affecting the success of 
the various systems simulated. This approach necessitates 


tedious collection of data necessary to such a simulation, 
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especially that describing the physical site of the 

One of the limitations of an effort such as this is 

level of effort required to exercise the model in g 

different simulated terrains. However, once a model has 
been constructed and programmed for the computer,it offers 
a fairly easy avenue for exploring many variations of deploy- 
ment schemes, system performance values, and decision rules. 
Carefully documented and stored on tape or cards, the 
programmed model can be exercised with little effort as a 
need arises. 

The results obtained from the simulations of the various 
doctrines appear to indicate that a doctrine which does not 
restrict the placement of ground surveillance radars and 
night observatim devices leads to a more effective employ- 
ment of the systems. The unattended ground sensors, however, 
were most effective when deployed near base camp. 

The following general conclusions are presented as a 
result of this study. 

1. The Method 

A fairly non-complex model used in conjunction with 
computer simulation can provide rapid indications of optimal 
tactics or doctrines to be used in small scale engagements. 

2. The Results 

A doctrine which does not restrict the placement of 
ground surveillance radars and night observation devices and 
requires the placement of unattended ground sensors near the 


base perimeter appears to be the best guidance for a base 
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commander in a defensive situation similar to that of this 
study. This conclusim results from the success with the 
line sensors obtained with those doctrines which did not 
limit line sensor deployment and the obvious lack of success 
with the remote sensors when using widely dispersed deploy- 
Ment. The highly successful deployment using Doctrine 5 


supports both of these methods. 


B. EXTENSIONS 
Four areas for possible further study that were suggested 
during the preparation of this paper are described below. 
iPeeiectedsed sample Size 
The placement of the systems in accordance with the 
various doctrines should be accomplished by several quali- 
fied officers before more specific judgements of doctrine 
value can be made. Although such placement is time consum- 
ing to the subject officer and to the data collector who 
must digitize the placements from overlays, several trials 
would be necessary in order to arrive at more specific 
GOnelusilons. 
2. Radar Range Law 
The assumption of range independence in ground sur- 
veillance radar detection probability is questionable, 
especially when considering the dominance exhibited by three 
such devices in the results of this study. Only minor 
modification of the radar detection subrcutine would be 
necessary to incorporate an inverse or inverse square law 


foresagar Getection. 
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3. Parametric Study 


-_ = 


A parametric study of the relative importance of the 
three types of detection systems would be of interest. Com- 
bined with system cost data available in the catalog of 
STANO systems, this study could provide an indication of a 
cost effective mix of sensor systems in a base defense role. 

4. Command and Control 

As was mentioned earlier in this paper, incorporation 
of command and control limitations was not attempted in this 
study. A study of the optimal control procedures to be used 
with an integrated sensor system could be accomplished with 
this model with only minor modifications necessary. Such 
procedures should include decision rules for when to concen- 
trate sensor coverage in an area, an optimal decision rule 
for determining when an actual detection has been made, and 
the alternatives available to the base commander upon detec- 
Clonsot an antwuder. 

The simplified modeling technique used in conjunction 
with computer simulation appears to satisfy the requirement 
of the U.S. Army for “useful results in a few days or weeks." 
Retaining an awareness for the limitations of this method, 
the military analyst can, nonetheless, provide rapid and 
documented problem results to be used to reduce the number 
of unknowns in most questions involving tactics or military 


hardware. 
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APPENDIX A 


SENSOR PLACEMENT INSTRUCTIONS 


The instructions that follow were furnished to the 
officer who deployed the individual sensors in the eight 
Simulatim series described in this study. The officer 
was supplied with the instructions, a map of the area, and 
blank overlays, and had no knowledge of the preselected 
infiltration routes. 


The purpose of this exercise is to place the components 
of an integrated sensor system for base defense in accordance 
with several different general doctrines for sensor use. the 
problem consists of detecting small infiltration groups 
advancing towards a base location from any point on the 
compass. You have been asked to aid in this test because 
you have knowledge of U.S. Army doctrine relating to base 
defense, but have no knowledge of preselected infiltration 
routes. Supplied with the detection equipment enumerated 
below, you will be required to place these systems in 
accordance with: 

(1) The general doctrine supplied. 

(2) The parameters of the systems. 

(3) Knowledge of terrain from a map reconnaissance. 

(4) The constraints of each type of system. 


For each doctrine supplied please note on the accompany- 
ing overlay your placement of the following detection systems: 
1. Ground Surveillance Radar. 99° 
a. Symbol to be used: where the base repre- 
sents the exact location and the 90° represents 
the center scan orientation counterclockwise 
from Bast. 
b. Number to be utilized: 3. 
c. Parameters: 
(1) Range of Detection: Minimum of 400 meters, 
maximum of 3200 meters. 
(2) Antenna Mast: Antenna located on Mast of 
20 meters height. 
(3) Sector Scan Width: 110°. 
(4) Foliage Penetration: Sixty percent of 
optimum in moderate foliage, twenty percent 
of optimum in heavy foliage. 
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(5S) Allowable Locations: Not more than 500 
meters from center of base camp noted on 
map. 

2. Visual Detection Device. 

a. Symbol to be used: Z\ 90°, where the center of 
the triangle represents the exact location and 
the 90° represents the center scan orientation 
counterclockwise from East. 

b. Number to be utilized: 4. 

Ge Parameters - 

(1) Range of Detection: 1600 meters. 

(2) Sector: 90° 

(3) Foliage Penetration: eighty percent of 
optimum capability in moderate foliage, 
forty percent of optimum capability in 
heavy foliage. 

(4) Allowable Locations: Not more than 1200 
meters from center of base camp noted on 
map. 

3. Unattended Ground Sensors. 

a. Symbol to be used: 000 _  , UGS will be employed 
in strings of three located approximately —200 
meters apart. The circles represent the sensors. 
Strings need not be straight. 

b. Number to be utilized: 10 strings. 

c. Parameters: 

(1) Radius of Detection: 40 meters. 

(2) Type: Seqcmie/ACOUStLC. 

(3) Allowable Locations: Deployed not further 
than 5000 meters from center of base camp. 


Map Reconnaissance: Before placing the detection devices a 
reconnaissance of tr Base Defense Area should be conducted 
utilizing the map provided. For the purposes of this exer- 
cise all indicated man-made structures on the map should be 
ignored with the exception of roads, bridges, and railroad 
tracks. The threat of infiltration into the Base Defense 
Area should be considered as uniform throughout 360° and 
constrained only by natural terrain channeling. Particular 
attention should be paid to likely avenues of approach and 
the line-of-sight problem in observing them. The Base 
Defense Area extends out 5000 meters from the center of the 
base camp as noted on the Map. 


Doctrines to be Used in Placing the Detection Devices: The 
detection devices provided as the Base Commander's resources 
should be placed in the best locations in accordance with 
each of the followirg doctrine statements. Some doctrine 
statements may be more specific than SEleroe elt. the 
doctrine statement does not specify the exact method of 
employment of a system, employ it based on the system's 
parameters and your experience. Use the numbered overlays 
to denote system employment. 
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Doctrine #1. Radars and visual devices are used as a 
primary surveillance means of the area beyond the base 
perimeter. Isolated detection devices (UGS) are placed at 
or near areas masked from line-of-sight for early detection 
of intruders as they approach the base. 


Doctrine #2. Radars and visual devices are used as a 
primary surveillance means. Unattended Ground Sensors 
should be utilized to cover likely avenues of approach for 
early warning regardless of line-of-sight considerations. 


Doctrine #3. Radars should always be oriented towards only 
open terrain and overlapped in coverage if necessary. 
Visual devices and Unattended Ground Sensors should be used 
to cover the areas not considered for radar coverage. 


Doctrine #4. Visual devices should: always be oriented 
towards open terrain and overlapped in coverage if necessary. 
Radars and Unattended Ground Sensors should be used to cover 
the areas not considered for visual coverage. 


Doctrine #5. Radars and visual devices are used as a 

primary surveillance means. Unattended Ground Sensors should 
be used near base camp to insure that no inte ractoen: GLoup 
penetrates the base itself. 


Doctrine #6. Radars should always be oriented towards only 
open terrain and overlapped in coverage if necessary. Visual 
devices should be oriented towards terrain not covered by 
radars. Unattended Ground Sensors should be used to cover 
areas masked from line-of-sight for early detection of 
intruders. 


Doctrine #7. Radars should always be oriented towards only 
open terrain and overlapped in coverage if necessary. 

Visual devices should be oriented towards terrain not 
covered by radars. Unattended Ground Sensors should be used 
near base camp to insure that no MaAbidtieaqcion Group penc= 
trates the base itself. 


Doctrine #8. Radar coverage should never overlap. Visual 
device coverage should never overlap. Unattended Ground 
Sensors should be used to cover likely avenues of approach. 


When placing devices in accordance with one of the 
doctrine statements try not to compare the doctrine being 
used to any other doctrine stated above. Consider the 
statement as the only guidance received in placing the 
systems. 
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APPENDIX B 
EXACT LOCATIONS OF DEVICES 


TABLE X 
LOCATION OF DETECTION DEVICES UNDER DOCTRINE 1 
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— TABLE. XELT 


EVGA TION On eonlLnCllOoN DEVIGES UNDER DOCTRINE 4 
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= TABLE XIV 


LOC] LLOhMOR es DELECTIONSDEVIGES UNDER DOCTRINE 5 
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TABLE XV 


EGCATION OF DETECTION DEVICES UNDER DOCTRINE 6 
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as TABLE XVII 


LOCATION OF DETECTION DEVICES UNDER DOCTRINE 8 
Radar Device # LOCaelOnmOL Device Center Scan 
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